
DOS AND DON’TS ON THE INTERNET

DO BE CAUTIOUS ONLINE
If you’re an internet novice, tread carefully. 
The dangers you could encounter include 
viruses that can harm your computer 
and destroy your data. But there are also 
lurking crooks hoping to steal your bank 
details or trick you into handing over your 
cash.

It means you should be wary of filling out 
your details on any site unless you’re sure 
it’s safe. How can you be sure? A safe site 
will change the first part of its address from 
“http” to “https”. That “s” stands for secure. 
Without it you’ve no guarantee. Banking 
institutions are committed to tackling internet 
scams, so if you’re unsure of any irregular 
correspondence or webpage report it 
directly to their customer services, or online 
addresses designated to tackling fraud.

DON’T BE IGNORANT OF THE 
DIFFERENT DANGERS THAT LURK ONLINE
Have you heard of phishing, Trojans or 
ransomware? Learning what these are 
means you’re less likely to become a victim.

Phishing is a scam when emails arrive 
which claim to be from a bank or other 
trusted source and warn that if you don’t 
click on a link in the email, your account 
will be closed. But it’s simply designed to 
trick you into handing over personal data. 

Trojans are nasty bits of software – 
known as malware - which are sent as 
attachments. If you download them they 
can damage your computer or be used for 
criminal purposes.

Ransomware is an unpleasant form of malware 
which if downloaded can lock your computer 
leaving just a pop-up demanding cash. 

There are some great resources on the internet and you can find the 
answers to most questions, whether it’s real-time train departures or 
the name of the number one record when you were born! 
But you need to be sensible about what information or sites you trust: not everything 
online is genuine. You also need to be a savvy surfer to ensure you don’t become a 
victim of scams. Online crooks have become very sophisticated and the unwary can 
easily fall for their tricks. But by using common sense and our tips you can avoid 
making costly mistakes when you go online.
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DO INSTALL SOFTWARE TO PROTECT 
YOUR COMPUTER
Internet villains are constantly inventing 
new ways to attack your computer so it’s 
important to have protection.  You can buy 
internet security software which is regularly 
updated to combat the latest viruses. 

Make sure you download the latest updates 
so that your PC or laptop remains protected 
at all times.

DON’T CLICK ON A LINK UNLESS 
YOU’RE SURE THAT IT IS SAFE
Crooks send dodgy messages and emails 
disguised to look as if they come from 
financial companies, such as banks or 
internet firms which you may use. They 
copy logos and fonts to try and convince 
you that the messages are genuine and 
often use frightening language to trick 
people into clicking on a link. Messages 
often suggest your account has been 
compromised and that if you don’t click 
on the link, you could lose money. That’s 
usually nonsense.

Don’t click on any links or download 
anything unless you’re absolutely sure it’s 
from a trusted source.

For the same reason you should be wary 
about any links posted on social media 
such as Twitter or Facebook.

DO BE CAREFUL WITH PASSWORDS
It may be tempting to use the same 
password for every site you use, but should 
your device be stolen or a hacker does 
crack one, they could use it on all your 
online activity. 

It’s therefore crucial to use robust 
passwords that are difficult to guess. Avoid 
using the names of family or friends, a pet 
or a favourite sports team. 

DON’T BE RECKLESS WITH EMAIL 
Email has changed the way people 
communicate but it’s easy to become 
complacent about email security.  Check the 
email address you are sending messages 
to is the correct one – and avoid sending 
confidential information through email 
unless you are sure it’s going to a secure 
server as email can be hacked.  It’s also 
especially important not to use your main 
email password for any other sites. If your 
email is hacked, change the password 
immediately to minimise the damage.
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DO LEARN YOUR WAY AROUND THE 
INTERNET TO MAKE THE MOST OF IT
The wide-ranging free resources available 
online are what makes the internet a 
wonderful boon. You can find out almost 
anything, whether you want to check the 
opening times of a local attraction or 
find out the name of an actor in a half-
remembered film.

It’s great for digging up trivia or tracking 
down great deals. Most retailers now offer 
exclusive online discounts which means 
you can shop from home and save money. 

You can check the weather forecasts all 
over the world, which is useful for finding 
out what type of clothing you should take 
on holiday.

And you can find free recipes, whether 
for that interesting-looking dish you saw 
on telly, or that delicious cocktail you had 
abroad.

Use a search engine such as Google and 
look for whatever you want to know – the 
information will be out there somewhere!

DON’T TRUST ALL THE INFORMATION 
YOU FIND 
There is a fair amount of misinformation 
around, whether posted online to 
deliberately mislead or just because 
someone has made a mistake.

So use common sense when researching 
online. Have you heard of a site? Is it a 
trusted source? Do the statements ring 
true?

One particular area to tread carefully 
is health, with the internet being full of 
crackpot medical solutions. Stick to sites 
you trust, such as the NHS. 

DO USE SOCIAL MEDIA AND FORUMS
One of the joys of the internet is that it 
connects you instantly with like-minded 
people all over the world.

That means it’s easy to find things out and 
discuss topics of interest, whether you 
want to know more about a place you’re 
planning to visit, or simply want to chat 
about your favourite TV shows.

There are a number of different types of 
social media you can join in with – such as 
Twitter and Facebook – to get in touch with 
old friends or make new ones.

DON’T POST ANYTHING ONLINE 
THAT YOU MIGHT REGRET
Anything you post on social media or in 
forums is being published on the internet 
and can, in theory, be seen by anyone, even 
for years ahead.

It might seem a bit of a joke to publish an 
embarrassing picture of a friend or family 
member, for instance, but with companies 
trawling through the internet to check the 
background of a potential employee, the 
wrong picture could hit their chances of 
being offered a job.

Also be careful of what you say and the 
language you use. Bear in mind that you 
are publishing information that could 
be used against you, particularly if you 
repeat untruths about someone or an 
organisation. 

There are a growing number of cases 
being brought by the police and others 
against people who’ve posted damaging 
statements online.

A simple rule of thumb is to only post 
things that you would be happy to say in 
front of your family. Keep to that rule, and 
you should keep safe.
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